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Instructions for Establishing a PIN for Your RSA SecurID® Hard Token

Upon the receipt of your RSA SecurID® device, you must establish a PIN in 1Link® to transact wires using the
instructions below. Please note the below process is for Creating a New Wire Transaction. The process will
follow the same general steps if you approve a wire instead of creating one.

1. Loginto1Link

Log on to the 1Link Application using login credentials previously provided:

e CompanyID
e LoginID
e Password

Link

Login
Enter your login information to access your online accounts,
* Required Field

Secure Login:

Company ID: [HLBOOOOOD *
Login ID: |JDOE *
Password or Passcode: |esessee

Access Accounts [

Sign On Paolicy: | agree to take all actions necessary to preserve the security and confidentiality of all information relsted to 1Link. | agree to protect the confidentiality of my employer's (a customer of the Federal Home Loan Bank of New ork)
accounts and account numbers and my persenal identification information, and shall not reveal any such information to any other individual or entity. | understand that my User Password and Logon ID are intended to provide security against
unauthorized entry and sccess to my employer's accounts. |f | become aware of the unauthorized use of any informatien regarding 1Link, including, but not limited to, any unauthorized use of my User ID andior Password, or if | suspect that any
unauthorized use may oceur, then | must immediately instruct the Federal Home Loan Bank of New Yark ("FHLENY™) to revoke autharity for said User ID and/or Passwerd to use Link. | understand that dsta transferred via 1Link shall be
encrypted in an effort to provide transmission security. However, notwithstanding the FHLBN'Y"s efforts to insure that 1Link is secure, | acknowledge that all data transfers, including electronic mail, occur openly on the Internet and potentialy
«can be monitored and read by others. | understand that the HLE cannot and does not warrant that any or all data transfers utiizing 1Link, or e-mail transmitted to and from the HLB, will not be monitored or read by others.

2. Create a Wire Payment

Once logged in, select TRANSACTIONS from the top menu.

Dashboard Preferences

ﬂu Nkeo Federal Home Loan Bant

INFORMATION REPORTING TRANSACTIONS FILE SERVICES

' H Welcome
Today's Business Dashboard Last login: 02122015 1-42:10 PM (Esstem Standard Tims)

[Select a Shortiit Add Widgels © Save | Tutorial
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3. Choose Create a New Wire
Once in the TRANSACTIONS menu:

e Mouse over the [Wires] section
e Select [New Wire Payment]

-
G_!Link (DEMO) Federal Home Loan Bank of New York

INFORMATION REPORTING TRANSACTIONS

Third Parties

FILE SERVICES

Wires
Wire Pending List

Wire Processed List
Wire Templates
New Wire Payment

Advances  Safekesping

Import/Export  Reports

. approve and reject wire payments.

New Wire Template |Stalus [Search ©) [ AdvancedSearch ©)
Wire Payments:
Select Sequence Value Date ¥ Bene Name Bene Bank  Debit Acct Number Payment Type Status Created By Debit Amount
AlljNone. Number Last Modified By Bene ID Name Debit Acct Name Template Credit Amount
Sender's Ref Bene Bank ID
O 4088002 02/12i2018 Fedwire Pending Add Approval $100,001.00

Demand Master
Dof1

4. Enter Wire Information

Follow the standard Wire entry process adding the information for your wire including amount, debit
account, beneficiary information, and any other information necessary for your bank.

Then click [Preview Payment] to continue.

............................. JU22i20TE | * oy
Reference for Beneficiary: ~

Details of Payment: Frequency: [One Time Only . *

If a recurring payment

@ Number of Payments: |1

O Continue until further notice
O End Date: D MDD YYY

Ordering Customer Information
|

Beneficiary Information

[1save To Third Party List
Beneficiary ID Type: [Selscta Beneficiary ID Type|v| *
Beneficiary 1D: *
Beneficiary Name: *
Address:

Bank Name — Bank ID — Bank ID Type

Bank: |Select a Bank

R
Beneficiary Bank ID Type: [Select a Bank ID Type .

Beneficiary Bank ID: I

-OR-

Beneficiary Bank Name: |

Address:

Additional Information (Optional)

Intermediary Bank:
Receiving Bank:
Bank to Bank Information:

Save as Template: []

e L Preview Payment [
ittps: | linkdemo frlbny..com/s lacb/logon/common/transactjuser jcreateCarpliire | d N
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5. Enter Your RSA Passcode
Follow the standard Wire entry process:

e Atthe Preview Payment page, you will be required to enter your RSA passcode.

e The first RSA Passcode required for this process is the current number displayed on the RSA hard
token seen below.

e Enter the RSA passcode into the [Enter Passcode] field.

e Select [Submit Payment] at the bottom right hand corner of the screen.

Preview Payment: Fedwire

Ui i 30 15 pra vl B Fadwing pyrent

!lyrnnl Lpa: !mm

Dwbit Accanat:

Debit Amount: $1,000, 00200
Value Doz 021122018
Samd Dtec 03M22ME

Sender's Reference:
Raforence for Benaficlany:

Dataile of Paymant:

Frequency: Cne Time Onily

Haneficisry Inledmation

Beneficiary i Type: Account Numbaer
Bamveficiary 10:

Bamaficiary Nama:
Bddress:

Bank D Type: ABA (Wire)
Bank I0:
Bamk Nama:
Address:

Save as Tomplatee No
A

-
o— oo Pacacoda:

NFORMATION REPOATING | TRARSAETIONS | FLE SERACES

Warning Error: After the RSA passcode is entered, the following warning regarding creating a PIN
will be displayed.

ﬂLink (oev0)

INFORMATION REPORTING TRANSACTIONS FILE SERVICES

Wires Advances Safekeeping Third Parties ImportiExport Reports

Pre\_fiew Payment: Ft_adwlre

A ‘Your passcode has been accepted but you are required to create a new PIN for your token. Pleass follow the instructions below for creating your new PIN.

Payment Information

Payment Type: Fedwire
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6. Create aNew PIN

e Review instructions to establish a new PIN at the bottom of the preview page as shown below.
e Establish a new PIN using 4 characters - IMPORTANT! The PIN cannot start with 0!

¢ Please note this will be the new PIN for your soft token moving forward.

e Select [Submit Payment] to complete the PIN creation process.

Wres. Advantes Satekeeping Third Parties Impont/Expost Repaorts

Preview Payment: Fedwire

Uil i Bl 15 Prliw 8 Fadwind plpmant

nwrmmmmmmmmnmnmmumm Piease follow the struc5ons beiow for creating your new FIRL

Payment information
Payment Type: Fedwire

Dibit Aceownt:

Debit Amownt: 51 000,002 00
Wbt Date: 02122015
Send Dats: 021272018

Sender's Reference:
Reference for Beneficiary;

Detalla of Payment:

Frequency: Ome Time Only

Danafioiary ID Typa: Aessunt Mumbor
Beneficiary ID:
Beneficiary Name:
Address:

Bank ID Typa: ABA (Wira)
Bank ID:
Bank Name:
Address:

Optlons

M

Save as Template; Mo
A Submit thig Payment for Later Ap

proval: proval

Authorization Requited

Please anter and confm your rew PIN. Your PIN must be betwean 4 and 6 characters b inclusive

{ m both leders and numbers.
— | "N
[Confirm PIN:

7 Cancel ) (7 EditPayment (T Submt and Greate Another ) (_ Submit Payment )|

7. Authenticate the New PIN

e Asecond warning will be displayed confirming the PIN has been accepted.
e You will then be prompted to enter the next RSA passcode to re-authenticate your new PIN

Wires  Advances Safekeeping Third Parties  Import/Export  Reports

Preview Payment: Fedwire

‘Warning:
uYurmPlemnuepuubvaSnnw.mmtummmmm*mmmm.

Payment Information
Payment Type: Fedwire

Please NOTE the following step is required for all wire transactions going forward:

e Enter the newly established 4-digit PIN, immediately followed by the 6-digit RSA Passcode number
displayed on the RSA device in the [Enter Passcode] field. This differs from the last RSA Passcode
entered in previous step as the PIN is now also required.
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o Example:
= PIN: 2323
= RSA Passcode: 465789
= [Enter Passcode] entry: 2323465789 (Pin+Passcode)

e Enter your 4-digit PIN plus the 6-digit RSA Passcode in the [Enter Passcode] field and click [Submit
Payment].

Frequency: One Time Only

y Information
Baneficiary ID Type: Account Number
Beneficiary ID;
Beneficiary Name:
Address:

Bank ID Type: ABA (Wirel
Bank ID:
Bank Name:

Address:

Save as Template: No
A

roval: Submit this Payment for Later

== — Enter Passcode: Pun+Passcode

3 {Muﬂmml‘li Submit Payment [ |

8. Review Your Wire Confirmation

e Confirmation that the wire was successfully submitted with the corresponding transaction details will
be provided.

ﬂUnk (o8H0)

INFORMATION REPORTING TRANSACTIONS FILE SERVICES
Wires Advances Safekeeping Third Parties Import/Export Reports

Wire Pending Payments

ayments.

e Successful Submit:
IV Sl The Wire Payment
- Sequence Number: 4083003
Payment Type: Fedwire
Debit Account:
Beneficiary ID Type: Account Number
Beneficiary 1D:
Debit Amount: $1000002.00
Value Date: 021272018
was successfully created.

Search for Sequence Humber:l IStatLIS E Search ) [_Advanced Search )

Wire Payments:

Select Sequence Value Date ¥ Bene Name Bene Bank Debit Acct Number Payment Type
AlliNone Mumber Last Modified By Bene ID MName Debit Acct Name

Sender's Ref Bene Bank ID
O 4088003 021212018 Fedwire

IMPORTANT: Please note your PIN for future transactions.
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If you need further assistance with this setup or with resetting your PIN, please contact the 1Link Security
Support at (800)546-5101, and after the prompt, press option 4 then option 2 for 1Link Security Services. Or

you may email us at 1LinkSecurityServices@fhlbny.com.

*For spam filtering purposes, please ensure 1LinkSecurityServices@fhlbny.com are permitted senders.


mailto:1LinkSecurityServices@fhlbny.com
mailto:1LinkSecurityServices@fhlbny.com
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