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Link
SYSTEM REQUIREMENTS LIST: FIREWALL, PROXY, & PC SETTINGS

» 1Link.fhlbny.com will reside within the FHLBNY networks of 206.28.71.0/24 and 206.128.172.0/24.

o Ensure port 443 (HTTPS) is open outbound to 1Link ranges.

PC and Operating System Settings:

> Browser - Microsoft Internet Explorer 11 on Windows 7

o (Microsoft Internet Explorer 7, 8, 9 or 10 are no longer supported by Microsoft)
https://www.microsoft.com/en-us/WindowsForBusiness/End-of-1E-support

o The browser must be configured to accept cookies and have JavaScript, and frames enabled.

o Browser Settings:

B First-Party Cookies Accept or Prompt

B Active Scripting Enable or Prompt

B Third-Party Cookies Accept or Prompt

B Do not save encrypted pages to Checked to support PDF reports and downloads disk
B Trusted Sites https:/1link.fhibny.com

o Enrollment:

B Compatibility View Settings Add sites:_
fhibny.com

Troubleshooting:

» If you need further assistance, contact the 1Link Helpdesk at (800) 546-5101, and after the prompt, press 2-3 - 3
for 1Link Security Services or e-mail us at 1LinkSecurityServices@fhlbny.com.

» For spam filtering purposes, please ensure that 1LinkSecurityServices@fhlbny.com is listed as a permitted sender.
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